ANALYSIS

Anonymization: Silver bullet or just
a (not quite) modern fairy tale?

Katharina A. Weimer and Melanie Ludolph of Fieldfisher Germany discuss issues
surrounding anonymization techniques and the status of anonymized data.

t a time when technological
progress is moving faster every
day to day, uncertainty about

essential concepts such as anonymiza-
tion and pseudonymization can be
frightening. For technologies based on
large amounts of data such as big data
analysis in the med tech sector or Al
systems, these core concepts can be
decisive for permissions in data pro-
cessing. There is often no clear distinc-
tion between anonymity and identifica-
tion, and if there is one at all, it becomes
increasingly blurred. Clarifications are
clearly needed.

PRIVACY VS. MODERN
TECHNOLOGIES

Even though social media often paint a
different picture, people still have a
strong interest in privacy. The funda-
mental right to data protection, also
reflected in the European General Data
Protection  Regulation ~ 2016/679
(GDPR), legally protects this desire.
Conlflicting with this desire is an ever-
increasing interest in all areas of human
life, such as online browsing and pur-
chasing behaviour, financial situation
and health, physical activity or com-
munication patterns. People freely dis-
close this type of data but are often
reluctant for companies to analyse and
possibly monetize it. Fundamental
principles of data protection law, such
as data minimization and purpose limi-
tation, present limitations when it
comes to gaining insights that can drive
not only profit and customer-friendly
products, but also advances in science
and medicine. Other prime examples of
the application of data analysis for the
benefit of the consumer are the further
development of Al-based tools (e.g.
speech recognition software) or analy-
ses of trends in the business sector. It is
a fact that anonymization is an essential
element in today’s world and is often
seen as the “silver bullet” of data
protection by design where legal and
technical challenges arise.

ANONYMITY AND PSEUDONYMITY
ACCORDING TO THE GDPR
Whenever information identifies, or
can identify, an individual it is consid-
ered personal data and thus falls within
the scope of GDPR. However, if the
individual is not, or is no longer identi-
fiable — regardless of whether the data
was collected anonymously from the
outset or anonymized later —it does not
constitute personal data and is there-
fore excluded from the scope of the
GDPR (recital 26 of the GDPR).

This seemingly easy concept is rid-
dled with trapdoors though. The
GDPR defines personal data as “any
information relating to an identified or
identifiable natural person (‘data sub-
ject’)” (Art. 4 No. 1 GDPR). While
“identification of a person” is further
defined!, it remains unclear how con-
crete the reference to a natural person
must be for the data to be personal and

thereby in scope of GDPR.

ABSOLUTE VS. RELATIVE
ANONYMIZATION
The question of whether data is
anonymous or not has long been dis-
cussed among privacy experts, since
the legal situation pre-GDPR also
lacked clarity. Initially, the key ques-
tion revolved (and partly stll does)
around the concept of “absolute vs rel-
ative anonymity”. Absolute anonymity
means that re-identification is impossi-
ble for everyone, whereas for relative
anonymity, such re-identification only
fails because the effort (in terms of time
and cost) would be disproportionately
high or is legally prohibited. This situ-
ation of relative anonymity often
arises in cases of transfer of limited or
pseudonymized sets of data: the data
can, in theory, still be re-identified
(e.g. by the sender of the data) but the
recipient is unable, factually and
legally, to re-identify the data.

This differentiation, which initially
appears to be purely conceptual, is of
great importance in practice.

Here is an example: A controller
transmits raw data to a cloud
provider, which is encrypted in tran-
sit and at rest” at the recipient cloud
provider, using state-of-the-art tech-
nology. It is impossible for the cloud
provider to access the key or decrypt
the data at any time. Requiring
absolute  anonymity, the cloud
provider would be qualified as a
processor, since it is in theory still
possible to relate the data to a
person — with the knowledge of the
controller (who has the key to the
encrypted data). As a legal conse-
quence, the relevant legal and con-
tractual processor obligations from
Art. 28 GDPR apply to it.

In the case where the concept of
relative anonymity is assumed, the
regulations of the GDPR would not
apply — it is not possible for the cloud
provider to overcome the encryption
and therefore, from its point of view,
no personal identification can be
made at any time. Data protection
regulations would not apply in this
context.

The opportunity to clarify this con-
troversy came with inception of the
GDPR - and went. In Art. 4 No. 5,
GDPR chooses a compromise: The
definition of pseudonymization in Art.
4 No. 5 GDPR as well as recital 26 both
refer to additional knowledge or tech-
nical measures in the context of a possi-
ble identification, which, however,
only have an effect if using them does
not require a disproportionately large
financial or other economic effort, and
is legally permissible. A reliable guar-
antee of anonymity cannot be derived
from a legal point of view.

FACTUAL DIFFICULTIES

In addition to legal uncertainty comes a
factual uncertainty which is often
“homemade”: Due to the size of data
lakes, even if data was originally
anonymized, the sheer mass of accu-
mulated information can lead to a
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greater risk of re-identification, espe-
cially if health and/or genetic data is
involved.

ANONYMIZATION REQUIREMENTS -
THE LEGAL CONTEXT

There are two use cases in the context
of anonymous data: it was either col-
lected anonymously from the outset or
was later anonymized. This distinction
is relevant: If data is “collected” anony-
mously, GDPR does not apply. Art. 4
No. 2 GDPR necessarily links the term
“processing” (including collection) to
personal data’.

Subsequent anonymization of per-
sonal data is itself a processing step,
with the consequence of requiring a
legal basis. Since the GDPR itself does
not offer a specific legal basis for
anonymization, all legal bases men-
tioned in Art. 6 GDPR and Art. 9 (2)
GDPR are eligible.

NON-SPECIAL CATEGORIES OF
PERSONAL DATA

In addition to consent (Art. 6 (1) lit. a
GDPR), the legitimate interest under
Art. 6 (1) lit. f GDPR is the legal basis
most relevant to controllers in prac-
tice. This involves balancing whether
the interests of the controller or a
third party in anonymization over-
ride the interests of the data subject
worthy of protection. Due to
common sense, this balancing must
always be in favour of the controller
when anonymization is concerned,
since it does not result in any further
impairment of the rights of the data
subject and no special need for fur-
ther protection arises. This presup-
poses though that the controller has
technical control over the
anonymization process (see the
requirements of Art. 32 GDPR).

SPECIAL CATEGORIES OF
PERSONAL DATA

As far as the anonymization of special
categories of personal data® is con-
cerned, only the limited scope of Art. 9
(2) GDPR is applicable. In practice,
anonymization of such data is often
only possible with consent (Art. 9 (2)
lit. a GDPR), since the other constella-
tions only cover a very narrow range of
areas. A recourse to a balancing of
interests as before is not envisaged for
special categories of personal data,

although the positive effects mentioned
above would also make sense for the
data subject with regard to this
category of data.

ANONYMIZATION AS CHANGE OF

PURPOSE

There may also be situations in which it
is possible to justify anonymization on
the basis of Art. 6 (4) GDPR. Often,
the personal data to be anonymized is
collected for a specific other purpose.
Subsequent anonymization in these
cases therefore constitutes further pro-
cessing, the purpose of which must be
compatible with the original purpose of
collection. If this compatibility is
found, the legal basis for anonymiza-
tion as further processing continues to
be the same legal basis that legitimized
the original processing (see recital 50
GDPR). However, for anonymization
of special categories of personal data, it
is still being debated whether Art. 6 (4)
GDPR is applicable.

ANONYMIZATION - THE
TECHNICAL ASPECTS
In addition to the legal uncertainty of
anonymization, it is also technically
unclear when a personal reference no
longer exists. There are different meth-
ods to anonymise personal data, how-
ever, for simplification, it is assumed
that the data to be anonymized is
organized in a structured way. Some of
the most common methods are the
following:

* Deletion: Parts of a data record are
deleted to generalize the informa-
tion.

e Falsification: Part (or all) of the
data is changed by e.g. swapping
parameters within the data record
or an artificial data record is created
using the original data record as an
example.

® Clustering: Individual data are
combined, for example, by forming
the median value from the
individual data.

Furthermore, scientific approaches
to the development of formal
anonymity models have also been in
development for a while.

But anonymity of data is difficult to
achieve, and while many companies have
a sound grasp of these technical solu-
tions there are thousands of companies
who have not, and are thus vulnerable in

their approach to anonymization.

EXAMPLE: VOICE RECOGNITION
A prime example of the difficulties
regarding anonymity of data are speech
recognition systems/software. Such
software is often employed for training
of employees in customer service cen-
tres. The systems record the calls and
usually make them available for the
supervisors to review them and there-
upon train the employees. However,
the recordings are also often used to
improve the software, and to provide
statistical analysis back to the customer
service centres. In order to do so, the
recordings are cut into fragments of as
little as parts of a second — but often up
to several seconds. Clearly the software
provider is unable to identify the
speakers in those fragments. However,
individuals at the call centre are likely
able to identify the employees accord-
ing to their voices. If the recordings are
considered personal data, the use of the
fragments is fully subject to GDPR,
requiring a legitimate justification for
the use of the employee data. If it were
considered non-personal information,
the service provider would be free to
use the data. Thus it is essential for the
business of the service provider to be
able to use the information.

In this scenario, the differentiation
between  relative and  absolute
anonymity becomes very clear. If only
absolute anonymity were sufficient, the
service fragments would clearly be con-
sidered personal data and thus be sub-
ject to much stricter limitations and
obligations, and the customer service
centres may not even be able to provide
for a safe processing for the purposes of
the service provider even though the
service provider itself has no way of
identifying the individual.

Is it reasonable to assume a relative
anonymity in this case and maintain
this as sufficient? From the perspective
of the service provider, for sure. But
customers are often of a different view
and are reluctant to agree to this con-
cept, thereby inhibiting the further
development and improvement of the
product they are using.

CONCLUSION

The use of anonymous data is not only
beneficial for controllers, who are pro-
vided with the opportunity to process

© 2020 PRIVACY LAWS & BUSINESS

PRIVACY LAWS & BUSINESS INTERNATIONAL REPORT

DECEMBER 2020 25



ANALYSIS/NEWS

large amounts of data for a wide variety
of economic, scientific and other pur-
poses, but also for data subjects whose
fundamental rights remain protected.
However, there are still uncertainties at
many points, for example with regard
to terminology, legal bases or a clear
definition of when anonymity is

Katharina A. Weimer, LL.M. is a Partner,
and Melanie Ludolph is an Associate at
Fieldfisher Germany.
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ensured. Particularly with regard to spe-
cial categories of personal data, there are
unnecessary hurdles to anonymization

1 “Anidentifiable natural person is one
who can be identified, directly or
indirectly, in particular by reference to
an identifier such as a name, an
identification number, location data, an
online identifier or to one or more
factors specific to the physical,
physiological, genetic, mental,
economic, cultural or social identity of
that natural person”

2 Information is at rest when it is not

that do not add value, because data sub-
jects can hardly be better protected than
by using anonymous data.

being accessed, it is located in a
database, stored in a local drive,
network shared drive or in cloud
storage.

3 It would therefore be more accurate in
this case to use the term “handling”
and not “processing” personal data.

4 e.g. personal data revealing religious
beliefs, health data or data concerning
a natural person’s sex life or sexual
orientation.

Belgium’s DPA
websites

The Belgian Data Protection Authority is
suspending websites that are linked to
infringements of the GDPR, law firm
Hunton Andrews Kurth LLP reports.
The DPA has signed a cooperation
agreement with DNS Belgium, which
manages domain names. The purpose of
the cooperation agreement is to allow
DNS Belgium to suspend “.be” websites.
DNS Belgium will provide the Bel-
gian DPA’s Investigation Service with
the information it requires for its inves-
tigations. If the Belgian DPA considers
a data processing activity to infringe
the GDPR, and the responsible data
controller or data processor does not
comply with the DPA’s order to sus-
pend, limit, freeze (temporarily) or end

the data processing activity, DNS Bel-
gium will inform the website owner
about the infringement and re-direct
the relevant domain name to a warning
page of the Belgian DPA.

“If, at the expiration of a 14-day
period, the website owner indicates
that it has taken the appropriate reme-
diation measures to stop the infringe-
ment and the Belgian DPA does not
contest it, the relevant domain name
will be restored. During the 14-day
period, website owners can make a
request to stop or suspend the Notice
and Action procedure, in which case
the domain name may be restored until
a decision regarding the procedure has
been taken. If the infringement is not

to take down non-compliant

remediated during the 14-day period,
the website will continue to be re-
directed to the Belgian DPA’s warning
page for a period of six months, after
which the website will be cancelled and
placed in quarantine for 40 days before
becoming available for registration
again. The Inspector General or the
Director of the Litigation Chamber of
the Belgian DPA can, at their discre-
tion, provide extra time to the website
owner to comply with the relevant data
protection requirements,” Hunton
Andrews Kurth LLP reports.

Still no progress with EU e-Privacy regulation

The EU Council has failed to find a
common position on the German Pres-
idency’s proposal on e-Privacy. The file
will now be forwarded to the next Pres-
idency, Portugal.

The German proposal put much
emphasis on consent as opposed to
legitimate interests. Some Member
States are now saying that the Council
should return to the proposal made by
the Finnish Presidency.

Speaking at a Forum Europe panel
on 10 December, Birgit Sippel, MP and

rapporteur on the file for the European
Parliament’s LIBE Committee, said
that she is not very optimistic about
the file — she thought that perhaps
service providers are putting much
pressure on Member States, which in
turn are represented by different min-
istries — a situation that is not helpful
to the negotiations.

Peter Eberl from DG Connect at
the European Commission said that the
Portuguese Presidency has named e-
Privacy as one of its priority areas, and

there are only few issues that are open.
We now know that there is not much
support for legitimate interests among
the Member States, he said. The pan-
demic has brought new amendments to
the text, for example use of heat maps.
A regulation is needed as the GDPR
does not cover all issues, for example
the confidentiality of communications.

o See the conference session, moderated

by Laura Linkomies, atlyoutu.be/l
kfUpAjAcdns
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Data transfers after Schrems I
Reflections from the Asia Pacific

Clarisse Girot of the Asian Business Law Institute, Mark Parsons of
Hogan Lovells and Olga Ganopolsky of Macquarie Group discuss
practical issues and geopolitical sensitivities.

he decision of the Court of
ustice of the FEuropean
Union (CJEU) in Schrems

and Facebook Ireland v Data Protec-
tion Commissioner' (Schrems II)

concerns the interpretation of the
GDPR as a matter of EU law, but the

implications of this ruling are global
in their dimensions.

Until now, the consequences of
the decision have mostly been ana-
lyzed in a transatlantic context, in the

Continuned on p.3

China issues a comprehensive
draft data privacy law

Draft PPIL marks a decade of evolution in the direction of a
‘European style’ law. By Graham Greenleaf.

he long-anticipated Law of
the People’s Republic of
China on the Protection of

Personal Information (Draft)! (PPIL)
was released by the Standing Com-
mittee of the National People’s Con-
gress (SC-NPC), the second-highest
legislative body in China,® on

21 October 2020, for brief public
consultation until 19 November
2020. If this law is considered a “basic
law™ it can only be enacted by the
full NPC, not by the Standing Com-
mittee. It is expected that the revised
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All eyes and ears on data transfer
solutions — everywhere

As we await the result of the Brexit negotiations and what will be the
future route for EU-UK data transfers (p.23), it is clear that
international data transfers is the matter of the moment worldwide. In
the aftermath of the Schrems I decision by the Court of Justice of the
European Union, the European Commission has just released its draft
implementing decision on Standard Contractual Clauses for
transferring personal data to third countries (p.11 and p.31). The court
decision has implications also for Asia-Pacific countries. Our
correspondents argue that there is concern that the decision may
encourage these countries to adopt data localisation laws (p.1).

The FEuropean Data Protection Board has now adopted
recommendations on supplementary measures for transfers following
Schrems I1. Whilst one would not expect immediate enforcement, there
is the danger that enforcement action will have to follow if there are
individual complaints.

China has issued a draft privacy law (p.1), in which one tool for data
exports would be a contract with the overseas recipient, in a similar vein
as the EU GDPR Standard Contract Clauses.

Looking into the future, the recent US legislative developments in
California (p.13) may pave the way for a federal privacy law, which
would probably resolve the dilemma with EU-US data flows. The US
Senate Committee on Commerce, Science, and Transportation held a
hearing on 9 December to discuss the invalidation of the EU-US
Privacy Shield and other matters relating to trans-Atlantic data flows.
Once the new administration is in place, we can expect more news on
this front. On p.18 we bring you news of the important but not much
talked about UK-US Bilateral Data Sharing Agreement, which has been
seen as a possible problem for the UK’s post-Brexit adequacy decision.

See p.28 for a comprehensive analysis of the current requirements for
Records of Processing Activities (RoPA) - a GDPR requirement which
relates to the old registration duty.

As this is the last issue for 2020, I wish you a safe and happy end of the
year, and Merry Christmas.

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS
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